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Cisco Certifications

Career Certifications

; Cisco Certified Internetwork Expert

; Cisco Certified Network Professional

; Cisco Certified Network Associate
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Cisco Certified Network Assoclate-CCNA

CCNA Certification

The Cisco CCNA network associate certification validates the ability to install, configure, operate,
and troubleshoot medium-size routed and switched networks, including implementation and
verification of connections to remote sites in a WAN. This new curriculum includes basic mitigation
of security threats, introduction to wireless networking concepts and terminology, and performance-
based skills. This new curriculum also includes (but is not limited to) the use of these protocols: IP,

Enhanced Interior Gateway Routing Protocol (EIGRP), Serial Ling Interface Protocol Frame Relay,
Routing Information Protocol Version 2 (RIPv2),VLANS, Ethernet,|access control lists (ACLS)
CCNA Pre-requisites No Prerequisite
Required Exam Recommended Training
640-802 ICND1 and ICND2
Or Or
640-822 ICND1
640-816 ICND2
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Cisco Certified Network Professional-CCNP

CCNP Certification

CCNP certification validates a network professional's ability to install, configure and troubleshoot
converged local and wide area networks with 100 to 500 or more nodes. Network Professionals who
achieve the CCNP have demonstrated the knowledge and skills required to manage the routers and
switches that form the network core, as well as edge applications that integrate voice, wireless, and
security into the network.

CCNP CCNA level knowledge
Required Exam Recommended Training
642-901 BSCI Building Scalable Cisco Internetworks

642-812 BCMSN | Building Cisco Multilayer Switched Networks

642-825 ISCW Implementing Secure Converged Wide Area
Networks

642-845 ONT Optimizing Conveged Cisco Networks

642-892 Composite (BSCI and BCMSN)
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Cisco Certified Design Associate-CCDA

CCDA Cetrtification

The CCDA certification (Cisco Certified Design Associate) indicates a foundation or apprentice knowledge
of network design for the Cisco converged networks based on SONA (Cisco's Service-Oriented Network
Architecture). CCDA certified professionals can design routed and switched network infrastructures and
services involving LAN, WAN, and broadband access for businesses and organizations.

4. CCDA CCNA level knowledge
‘ Required Exam Recommended Training
640-863 DESGN Designing for Cisco Internetwork
Solutions (DESGN)
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Cisco Certified Design Professional-CCDP

CCDP Cetrtification

The CCDP certification indicates advanced journeyman knowledge of intelligent network design concepts and
principles. A CCDP credentialed network professional can discuss, design, and create advanced addressing
and routing, security, network management, data center, and IP multicast complex multi-layered enterprise
architectures that include virtual private networking and wireless domains.

CCDP Valid CCNA & CCDA
‘ Required Exam Recommended Training
642-901 BSCI Building Scalable Cisco
Internetworks
642-812 BCMSN Building Cisco Multilayer Switched
Networks
642-871 ARCH Designing Cisco Network
Architectures
642-892 Composite (BSCI and BCMSN)
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Cisco Certified Internetwork Professional -

CCIP

CCIP Certification

The CCIP (Cisco Certified Internetwork Professional) provides individuals working in service provider
organizations with competencies in infrastructure IP networking solutions. CCIP professionals have detailed
understanding of networking technologies in the service provider arena including IP routing, IP QoS, BGP, and

MPLS.
CCIP CCNA level knowledge
v
Required Exam Recommended Training
642-901 BSCI or Building Scalable Cisco Internetworks
642-892 Composite Building Cisco Multilayer Switched
Networks
642-642 QOS Implementing Cisco Quality of Service
642-661 Configuring BGP on Cisco Routers
642-611 or Implementing Cisco MPLS
642-691 BGP+MPLS BGP + MPLS
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Cisco Certified Security Professional-CCSP

Isco Certified Security Professional
The CCSP certification (Cisco Certified Security Professional) validates advanced knowledge and skills
required to secure Cisco networks. With a CCSP, a network professional demonstrates the skills required to
secure and manage network infrastructures to protect productivity and reduce costs. The CCSP curriculum
emphasizes secure VPN management, Cisco Adaptive Security Device Manager (ASDM), PIX firewall,
Adaptive Security Appliance (ASA), Intrusion Prevention Systems (IPS), Cisco Security Agent (CSA), and
techniques to combine these technologies in a single, integrated network security solution.

- CCSP CCNA level knowledge
Required Exam Recommended Training
642-503 SNRS Securing Networks with Cisco Routers &
Switches

642-513 HIPS or Securing Host Using Cisco Security Agent
642-511 CSVPN or Cisco Secure VPN

642-544 MARS or Implementing Cisco Security MARS
642-591 CANAC Implementing Cisco NAC Appliance
642-522 SNPA Securing Networks with PIX & AXA
642-532 IPS Implementing Cisco Intrusion Prevention System
642-552 SND Securing Cisco Network Devices
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Cisco Certified Voice Professional - CCVP

Cisco Certified Voice Professional

The CCVP certification recognizes the increased importance placed on IT professionals of today
who are responsible for integrating voice technology into underlying network architectures.
Individuals who earn a CCVP certification can help create a telephony solution that is
transparent, scalable, and manageable. Earning a CCVP certification validates a robust set of
skills in implementing, operating, configuring, and troubleshooting a converged IP network. The
certification content focuses on Cisco Systems CallManager, quality of service (QoS), gateways,
gatekeepers, IP phones, voice applications, and utilities on Cisco routers and Cisco Catalyst

switches.

- CCVP

CCNA level knowledge

Required Exam

Recommended Training

642-432 CVOICE

Cisco Voice Over IP + CVF

642-445 CIPT1&2

Cisco IP Telephony 1 and 2

642-642 QOS

Quiality of Service

642-425 IPTT

IP Telephony Troubleshooting

642-453 GWGK

Implementing Cisco Voice Gateways
& Gatekeepers
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Cisco Certified Internetwork Expert-CCIE

Expert Certification %‘%
For over ten years, CCIE certification has identified internetworking professionals with X d{g

the highest level of expertise, those capable of tackling the most challenging “33cecty
assignments in their field. CCIE certification is attained in technical specialties referred Certifying
to as tracks. axpards And
accelerating

CEreers

wcw Iohancle

Interested in CCIE certification? You should know that:
» CCIE is the most respected high-level certification , recognized worldwide as the

“doctorate” of networking.

» Certified CCIEs are a highly-select group.  Less than 3% of Cisco certified professionals
become CCIEs.

» Passing the exams is not easy. Hands-on experience is the best preparation
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Cisco Certified Internetwork Expert
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CCIE TRACK INFORMATION k,md{.a

Routing & Switching

Expert knowledge of networking across LAN & WAN interfaces
and variety of routers and switches

Solve complex connectivity problems to increase bandwidth,
Improve response time, maximize performance

Security

Expert knowledge of security and VPN solutions

Capable of configuring complex end to end secure networks,
troubleshooting, integrated environments

Service Provider

Expert level knowledge of IP and technologies

Expert in building extensible service provider network
infrastructure to deliver rich managed services

Storage Networking

Expert knowledge in the implementation and troubleshooting
of storage area networks

Skilled with LANs, MANs, WANSs over Fibre Channel, iSCSI,
FCIP and FICON

Voice

Expert knowledge of VoIP protocols & solutions

Capable of building and configuring complex telephony
network, troubleshooting and resolving VolP related problems

The CCIE program is continually recognized for its commitment to identifying networking professionals with
the highest level of expertise and skills.
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Cisco Certified Internetwork Expert




Specialist Tracks

Advanced Routing & Switching
Data Centre Certifications
Foundation for Channel Partners
IP Communication Certifications
VPN & Security Certifications
Wireless LAN Certifications
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Advanced Routing & Switching

The Cisco Access Routing and LAN Switching focused certifications recognize candidates’ ability to

sell, design, install, and support the core infrast ructure of a Cisco solution for small and medium-si zed
businesses. This recognition is based on demonstrat ed knowledge of building, configuring, and
troubleshooting campus networks and remote access n etworks using Cisco Catalyst multilayer

switching technologies over high-speed Ethernet and Cisco routers connected in LANs and WANS.

Cisco Routing and Switching Sales Specialist
Cisco Routing and Switching Solutions Specialist
Cisco Routing and Switching Field Specialist
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Data Centre Certifications

The Cisco Data Center certifications validate profic  iency in
designing, installing, and supporting a data center
networking solution.

Data Center Networking Infrastructure
Cisco Data Center Networking Infrastructure Design S pecialist
Cisco Data Center Networking Infrastructure Support Specialist
Cisco Data Center Networking Sales Specialist

Data Center Storage Networking
Cisco Data Center Storage Networking Design Speciali st
Cisco Data Center Storage Networking Support Special  ist
Cisco Data Center Storage Networking Sales Specialis  t
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Foundation for Channel Partners

Designed exclusively for Channel Partners, the Foun  dation certifications
validate fundamental knowledge of routing and switc hing and the steps
required to incorporate wireless and security techn ologies in the IP Network.

Cisco Express Foundation Design Specialist
Cisco Express Foundation Field Specialist

Cisco Express Foundation Sales Specialist

© 2004 Global Knowledge Network (S) Pte Ltd. All righ  ts reserved. 1/21/2008



IP Communication Certifications

The Cisco IP Communications certifications validate proficiency in
designing, installing, and supporting a multi-servi ce network
solution.

Cisco Advanced IP Communications Sales Specialist
Cisco IP_ Communications Express Specialist

Cisco IP Communications Express Sales Specialist
Cisco IP Contact Center Express Specialist

Cisco IP Telephony Design Specialist

Cisco Rich Media Communications Specialist

Cisco Unity Design Specialist

Cisco Unity Support Specialist
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VPN and Security Certifications

Cisco security certifications focus on the growing need for knowledgeable
network professionals who can implement complete ne twork security
solutions. The range of available security certific ations enable candidates to
validate their expertise in specific focused areas such as securing network
access using Cisco I10S Software and Cisco PIX Firew  all Technologies or

configuring virtual private networks (VPN) across s hared public networks.

Cisco Advanced Security Field Specialist
Cisco Firewall Specialist

Cisco I0S Security Specialist

Cisco IPS Specialist

Cisco Information Security Specialist

Cisco Network Admission Control Specialist
Cisco Security Sales Specialist

Cisco Security Solutions and Design Specialist
Cisco VPN Specialist
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Wireless LAN Certifications

The Cisco Wireless LAN focused certifications indic ates significant

knowledge of relevant factors involved in designing , deploying and
maintaining end-to-end Cisco Wireless LAN solutions throughout or between
buildings, without the limitations of wires or cabl es.

Cisco Advanced Wireless LAN Design Specialist
Cisco Advanced Wireless LAN Field Specialist

Cisco Advanced Wireless LAN Sales Specialist
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Networking Skills Gap - Malaysia

Skills Gap in Demand 2006 2007 | 2008 2009 CAGR
General Networking 1,800 |2,400 |3,000 |2,900 18%
Wireless Networking 500 700 900 1,100 29%
VOIP Networking 600 800 1,100 |1,500 32%
Network Security 1,200 1,600 |2,100 |2,600 30%
Total Networking 4,200 5400 |7,100 {8,100 26%
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You get Official Cisco Training Kits
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